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Annex X: 
Aspects specific to the network product class UDM
X.1
Network product class description for the UDM
X.1.1
Introduction

The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while Annexes cover the aspects specific to one network product class.
X.1.2
Minimum set of functions defining the UDM network product class
As part of the UDM network product, it is expected that the UDM to contain UDM application, a set of running processes (typically more than one) executing the software package for the UDM functions and OAM functions that is specific to the UDM network product model. Functionalities specific to the UDM network product introduce additional threats and/or critical assets as described below. Related security requirements and test cases have been captured in TS 33.514 [X1]. 

Note: For the purposes of the present document, this common set is defined to be the list of UDM functions contained in 3GPP TS 23.501 [X2] and TS 23.502 [X3]. 
X.2
Assets and threats specific to the UDM
X.2.1
Critical assets

In addition to the critical assets of a GNP has been described in clause 5.2 of the present document, the critical assets specific to the UDM to be protected are:
-
UDM Application;

-
User Subscription Data: e.g. subscriber's identities (e.g. SUPI), Subscription related data (e.g., Credentials, Access and Mobility Subscription data, SMF Selection Subscription data, UE context in SMF data, authentication status, etc), etc.
-
The interfaces of UDM to be protected and which are within SECAM scope: 
-
N8 interface

-
N10 interface

-
N13 interface

-
Console interface, for local access: local interface on UDM
-
OAM interface, for remote access: interface between UDM and OAM system
NOTE 1: 
The detailed interfaces of the UDM class are described in clause 4, Network Product Class Description of the present document.

-
UDM Software: binary code or executable code 

NOTE 2: 
UDM files may be any file owned by a user (root user as well as non-root uses), including User account data and credentials, Log data, configuration data, OS files, UDM application, User data or UDM Software.

X.2.2
Threats related to UDM assets 


X.2.2.1
De-concealment of SUPI from the SUCI
- Threat name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI
- Threat Category: Denial of Service
- Threat Description: If the SUPI in the UE and the SUPI retrieved from Nudm_Authentication_Get Response message is not the same, the AMF key generated based on the SUPI in the UE is also not the same with the AMF key generated in the AMF. The subsequent NAS SMC procedure will always failure.
- Threatened Asset: Sufficient Processing Capacity
X.2.2.2
Synchronization failure
- Threat name: Synchronization failure
- Threat Category: Denial of Service
- Threat Description: If the UDM cannot handle the synchronization failure case, the sequence number stored in the UE and that stored in the UDM will not be synchronized. Hence, the UE will not be able to successfully authenticate with the core network.

- Threatened Asset: Sufficient Processing Capacity, User data

X.2.2.3
Failure in storing the authentication status
- Threat name: Failed storing of authentication status
- Threat Category: Denial of Service
- Threat Description: If the UDM does not store the authentication status of a UE, the 5G network cannot support the increased home control, which is useful in preventing certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM that is not actually present in the visited network. Without the authentication status in the UDM, or the stored authentication status in incorrect, the Nudm_UECM_Registration Request sent from AMF may be rejected. 

- Threatened Asset: Sufficient Processing Capacity, User data
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